PuBLIc SMa{teC

Public Information Security Policy

smaXtec animal care GmbH

Note: This document is a publicly shareable, high-level summary of our internal information
security policies. It intentionally avoids sensitive technical or operational details.

1. Security Commitment

Information security is a fundamental pillar of smaXtec’s business operations and
corporate responsibility. As a technology-driven company operating in the field of animal
health and data-enabled services, we recognize the critical importance of protecting
information entrusted to us by customers, partners, employees, and other stakeholders.

We are committed to protecting information against internal and external, intentional and
accidental threats throughout its lifecycle. Our information security program is designed to
ensure the confidentiality, integrity, availability, and authenticity of information and to
support business continuity, regulatory compliance, and long-term customer trust.

This commitment is endorsed by top management and is embedded into corporate
governance, enterprise risk management, strategic planning, and day-to-day operational
decision-making.

2. Scope

This Public Information Security Policy applies to smaXtec animal care GmbH and all its
subsidiaries. It covers information, systems, and processes required to develop, deliver,
operate, and support our products and services, as well as to perform internal business
and administrative functions.

It applies to all employees, directors, contractors, temporary staff, and other authorized
persons, as well as to third parties and service providers who process or access
information on behalf of smaXtec.

This document represents a public, high-level summary of our internal information security
policies, standards, and procedures. Detailed technical, organizational, and procedural
requirements are defined internally and are not disclosed publicly.

3. Information Security Principles

Our information security management approach is aligned with internationally recognized
standards and industry best practices and is guided by the following core principles:

¢ Risk-based approach: Security measures are identified, implemented, and reviewed

based on structured risk assessments, taking into account business impact, legal and
regulatory obligations, and the evolving threat landscape.
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e Least privilege & need-to-know: Access to information and systems is restricted to
the minimum necessary to perform authorized business activities and is reviewed
regularly throughout the user and system lifecycle.

e Protection across the information lifecycle: Information is protected during
creation, processing, storage, transmission, archiving, and deletion, in accordance with
its classification, sensitivity, and regulatory requirements.

e Security by design and by default: Information security requirements are considered
early when designing, selecting, implementing, or modifying systems, services,
products, and business processes.

e Shared responsibility & awareness: Information security is a shared responsibility.
Employees and relevant third parties are required to handle information securely and
are supported through regular training, awareness initiatives, and clear policies.

e Continuous improvement: The effectiveness of our information security program is
continuously monitored and improved through audits, metrics, management reviews,
and lessons learned from incidents and changes.

4. Key Controls (High Level)

¢ Information Classification: Information is classified by protection needs (public,
internal, confidential, strictly confidential).

e Access Control & Identity Management: Unique user accounts, strong
authentication, and multi-factor authentication for non-public systems. Timely removal
of access upon role change or departure.

e Data Protection & Handling: Data is processed in accordance with applicable laws
(e.g., GDPR). Secure, approved storage and transmission methods are used;
encryption where appropriate.

e Devices, Networks & Systems: Company devices are centrally managed and
protected by modern security solutions. Networks and systems are segmented,
monitored, and regularly updated.

e Awareness & Training: Employees receive security training at onboarding and at
regular intervals.

5. Incident Management & Communication

Security incidents are identified, assessed, contained, and resolved following defined
processes. Incidents or suspected issues must be reported promptly.

Contact for incidents: security@smaxtec.com

6. Third Parties & Suppliers

Relevant suppliers and partners are assessed regarding information security and data
protection. Contractual requirements address confidentiality, incident notification, audit
rights, and data return or deletion.

Example requirement: Security incidents must be reported without undue delay (typically
within 48 hours).
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7. Enforcement & Sanctions

Management is responsible for ensuring the implementation and enforcement of
information security requirements. Compliance with this policy and underlying internal
standards is monitored. Violations may result in appropriate organizational, contractual, or
legal measures, depending on severity. External parties are subject to contractual
remedies in case of non-compliance.

8. Compliance, Review & Contact

This policy is reviewed periodically and updated as required by legal, technical, or
organizational changes.

Questions regarding information security may be directed to: security@smaxtec.com

9. Management Approval & Binding Declaration

Information security is fundamental to smaXtec's mission of revolutionizing dairy farming
through innovative technology. As we monitor the health of cattle worldwide and expand
into new markets, the trust that farmers, partners, and employees place in us depends on
our unwavering commitment to protecting information.

The management of smaXtec animal care GmbH formally commits to establishing,
implementing, maintaining, and continually improving our Information Security
Management System. This commitment extends throughout our organization, from our
headquarters in Graz to our teams across Europe, North America, and Oceania.

This policy establishes the framework within which smaXtec will protect the confidentiality,
integrity, and availability of information. Every employee, contractor, and partner who
works with smaXtec information shares responsibility for its protection.

Version: 1.0
Effective Date: April 2026
Approved by: The Management of smaXtec animal care GmbH
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